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......> INDUSTRY 4.0

L nnnnnn

Late 18*-19* century Beginning of 20* century 19705-2000s 2010 onward
Flrst Industrial revolutlon: Second Industrlal revolutlon: Third Industrial revolutlon: Fourth Industrial revolutlon:
Power generation ndustriglization Electronic automation Smart sutomation...and

exponential change

Source: Defoitte Insights, |ndustry £.0 and menufociuning ecosystems: Exploning the warld of conrected enrerprises
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TRASFORMAZIONE DIGITALE IN OT
(OPERATIONAL TECHNOLOGY)
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LE 9 COMPONENTI DELL" INDUSTRY 4.0
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La minaccia cyber per I'industria e sue
attuali vulnerabilita [1/4]

+ Profitable

+ Sophisticated

5 SOLVAY
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La minaccia cyber per I'industria e sue
attuali vulnerabilita [2/4]

PRINCIPALI MINACCE:

IT:

corp.network,WEB,

ERP, email file Corporate Enterprise External Public Furto di informazioni, danni
servers,collaboration ... Layer Access all’operativita del business,..
-------------------------- Industrial Layer T
OT:

PLC,HMI,SIS,DCS,

SCADA ...

Danni alla produzione, agli
impianti e possibili

Field devices conseguenze HSE,..

(sensori,attuatori..) Industrial Field Device Layer 3

SOLVAY

10 Source : PWC
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La minaccia cyber per I'industria e
sue attuali vulnerabilita [3/4]

In ICS gli attacchi sono principalmente di tipo cyber «fisico» :

- Equipment overstress Product quality
- Safety limits violation Production rate Pollution
Operating costs Contractual treatles

Maintenance efforts
'S SOLVAY




LA MINACCIA CYBER PER L'INDUSTRIA E

SUE ATTUALI VULNERABILITA [4/4] _
Some new threats in progress:

- A.l. and M.L.

- Mobile devices
- Robotic and AGV

- Unsecure coding

- Multi-clouds environment
- Drones

- Digital & connection with
stakeholders,gA9 -

IT-1oT-OT :
complexity & risk
are increasing ...

loT report (tbc): 2018/17: WHY ?
Turnover = 40%
Declared incidents = + 280%
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Attuali principali differenze operative IT vs OT

CICLO DI VITA

RISCHIO PIU TEMUTO

SEC. PRIORITY (C.I.A))

REBOOT

CHANGE MANAGEMENT
SISTEMI

TEMPI DI RISPOSTA

COMUNICAZIONE..

3-5 anni 10-20 anni

Perdita dati/info Vita,assets,ambiente

Confidentialita dati Disponibilita sistemi

Accettato Non accettato

Frequente/automatico Raro/accurato
Standard Prorietari

Ammesso ritardo Real time

Protocolli std Protocolli prop. + std



La convergenza IT-OT € un inevitabile processo per supportare la trasformazione
digitale : qualche nostro suggerimento per favorire la cooperazione a regime ..

@ IT & OT :

. Comprendere il cyber risk “tollerato” definito dalla strategia aziendale
. Definire e condividere le politiche di cybersecurity e le architetture
. Concordare gli obiettivi/priorita/piano operativo comune
. Condividere/prevenire gli impatti reciproci delle attivita
. Rendere visibili tutte le componenti in gioco e verificare le competenze
. Lavorare per processo rispettando ruoli/responsabilita
. Dotarsi di tools adeguati ad uso trasversale (monitoraggio,work-flow,..)
. Definire regole di controllo, intercettazione anomalie ed azioni conseguenti di tipo
tecnico ed organizzativo (SOC,SIEM,UEBA,Sonde OT, IRP,..)
. Simulare scenatri di crisi e relativa escalation,..

l 5 5 aSsh(n)q lr:n\l{ﬁmyt hemistry
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LA GOVERNANCE OLISTICA DELLA SECURITY IN SOLVAY

malicious and cyber acts.

licy commits us 10 ensure adequate
operty. products, plants, transport.
formation systems aga nst secury threats

P

Solvay’s Security Code

Our Security Code defnes the management principles that we strive o implement to continucusly enhance
secunty using 8 threat- and risk-Dased approsch to dentfy. to assess and address vuinerabites. to
enhance response capsbiltes and 1o mantain snd improve relstonships with key stakehoiders.

1.1 ship C

2. Analysis of Threats, Vulnerabilities and
Consequences.

Potental secunity threats. vulnerabiltes snd
consequences are 1o be priontized agsinst scoepted
mwwmm&yz&

3.
Mmm“bmmm
implemented

7.C icati . Di and

Exchange.

Communications. dislogue and information

exchange ON Sppropriate secunty issues with
s such as

communites. o s. service pr

Nmmmmmnswu

maintsined, balanced with safegusards for senstive

processes
and ¥ cofrectve sctons are 1o be
sudited. This may inciude third-party verfication
where required.
11. Management of Change.
. information or informason systems are o

Penodically. ourueuneywogmms-na
mplementstion of

be evaluated for security risks, which are to be
properly mansged f identfed.
12. Conti pr

Contnucus improvement processes sre to be
estabisshed entaiing planning. estabishment

goals and cbjectves, monidoring of progress and
mmmmswm
and implenr scuons.
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L’ organizzazione della Governance olistica per la Security

together

Audit Committee

A
______________ |
l
| SECURITY BOARD
{ cre u‘p Security
I TSI 0 X . Champion
: Director | CyberSec Ops Secu-.:nty. :
I | Committes Coordination I
| Gl’OUp : Working Group |
: Security —> ——
| | Travel Risk |
: : Steering :
:__ Information ___! Committes :
Risks & Security L Security Functions
Champion -
Cyber Security Internal Insurance

Risk Mgt

Ops Audit Dept

Hstry®
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L’ approccio per la cyber security in Solvay :

CRITICAL RISKS

Low

Source : PwC

20

RISK

1
CORPORATE GOVERNANCE

5 types of
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L’ approccio per la cyber security in Solvay : CONNECTION

Cybersecurity Rating

Any Company

Mixture of Active and
Passive Externally
Observable Signals

Source : PwC

Ratings a G

\ S SOLVAY
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L’ approccio per la cyber security in Solvay: PEOPLE

= ¢ o

Solvay employee Questionnaire Inteligence Identify risks Unique report
Uses macro data from You Based on the answers
Selects the next queson basedon

Ll Ll

)
Digital and Information
Technologies

Priorities

g SOLVAY

asking more from chemistry®

— Questo messaggio & destinalo allutente Antonio-Michele Giusting —

Buongiorno,

le ricordiamo che la formazione online training "Certificazione eSecurity” & obbligatoria per futti i collaboratori di SOLVAY che abbiano accesso alla rete aziendale.
Ha ricevuto questo messaggio perché il certificato conseguifo scadra tra 1 seftimana.

Senza certificazione, il sU0 accesso a Internat potrebbe essere sospeso 4 settimane dopo 12 data di ricezione del presente messaggio. L'accesso sara nattivato non appena avra conseguito |a
certificazione.

Per accedere 2l programma di certificazione, & sufficients fare clic sul link sguente: Fare clic qui.

Grazie per |a partecipazione e per il contributo attivo alla sicurezza dei sistemi informativi di SOLVAY.

Source : PwC

5 Privacy Regulation oy
Cyber espionage Provider risks
B Corinuty & 0. Recorery Men Repudatoral Needs deiiton & Matuty
Development & integrafion Dual use goods (EAR) Sourcing
\ _ SOLVAY

asking more from chemistry®
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L approccio per la cyber security in Solvay: TECHNOLOGY

Priorities

r
iR S -
B o - |

Connection Intelligent Detection Platform
= A - —— e
Intelligent detection platform that continuously | [— -1
monitors every layer of the internet (data leak, T] ([ | B
hackers communication, sensitive code share, v S~ et v
connected storage)
Surface Web Deep Web & Dark Web Connect ed Storage

Source : PwC
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L approccio per la cyber security in Solvay: CRISIS

1. Model ] ‘4. Develop

adwersary | [ eountermeasure |

. Simulate | | 3. Evaluate attack's |

Source : PwC

\ S) SOLVAY
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L’ approccio per la cyber security in Solvay: PRIORITIES

Compliance overview
Applicable Today

VA KPI %

% KEY PERFORMANCE INDICATOR 'i

©

OBJECTIVE ~ MEASUREMENT OPTIMIZATION  STRATEGY  PERFORMANCE EVALUATION

I —

EU —Dual Use Goods
Source : PwC Export Regulations e 3

China Export
Nationsl Regulstion
South-Korea Export
National Regulstion
Controlled Unclassified

DFARS Regulation Information
National Repulstion

\ S SOLVAY
asking more from chemistry®
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L approccio per la cyber security in Solvay: REPORT FINALE

26 \

Source : PwC

Group Presentation
Mai 20™ 2019

1. CORPORATE GOVERMANCE
m "

1 Main risks

Crivicaliny | il
innovation failuie b |

<>

o

High
protection and cyber-rish

information

Information protection and cyber risk \
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FRAMEWORK NAZIONALE PER LA CYBERSECURITY , PRIVACY
(GDPR) E DATA PROTECTION

WWW.CYBERSECURITYFRAMEWORK.IT (CIS,CINI) :

- Ispirato dal NIST (National Institute of Standard and Technology — USA)
- Presentato nel 2015 nella sua forma globale
- Realizzata la versione ridotta per micro e PMI nel 2016
- Nuova versione comprensiva della privacy (GDPR) e della protezione dei dati
aggiornata a febbraio 2019
- Possibilita di :
- fare una stima dei costi per implementare le best practices essenziali (micro
e PMI imprese)
- fare un’autovalutazione per conoscere I'esposizione al rischio Cyber della
propria realta
- individuare un target aziendale ed il conseguente percorso migliorativo di

Cybersecurity. S

SOLVAY
2 8 asking more from c

ing hemistry™



Grazie
per I'attenzione
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